Seculetter Email Security B,

Proactive Protection Against -

Advanced Cyber Threat i o7

Over 91% of cyber attack initiates from email.
Protect your business from zero-day and everyday threats.

Seculetter
Email Security

Assembly
Level Analysis

Secul etter provides the next generation email security for advanced threat
protection. Seculetter Email Security uses multi-layered protection with
automated reverse-engineering analysis pattern and deliver the most advanced
threat detection capabilities defend against the advanced persistent threats
originating from emails.

Seculetter automated reverse-engineering covers the blind spot of existing
APT protection solution. It conducts the entire process of reverse-engineering
by analyzing file input, processing and output. Using automated reverse-
engineering brings you the effect to have malware analyst to stop inflowing
malicious code into your system before accident happens.

Seculetter MARS Platform

Enhanced Standard Layers & Cutting-edge APT Protection Solution

Threat Analysis

Content Identification & Structure Analysis

é@ Static Analysis

CTI & Al Analysis

Dynamic Analysis

Neutralize Evasive Threats

Accurate detection on
file-borne malware with
no behaviors.

CDR Debugger Analysis

Content Disarm & Reconstruction Automated Reverse-engineering
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Competitive Advantage

Assembly Level Diagnosis 5 Times Faster

Provide accurate diagnosis and Reduce 80% diagnosis time than
reduce false positive/negative. traditional APT solution.




Key Features

Detectand Analyze Scan file can be Analyze

block email malicious downloaded malicious

containing code hidden in from the URL file included
malicious the file attached link included in in password
content to the email email protected file
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Provide
detailed report
for detected
malicious
content in real
time

Support
multiple policy
settings for your
environment

Alert for detected
malicious email
to administrator
and recipient

Quarantine and
archive detected
malicious email
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How It Works

® On-premise Edition for In-house Mail Server Integration
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o Cloud Edition for Public Email Users
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